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Mitigating Hallucination via Model Editing

1. TruthX: Alleviating Hallucinations by Editing Large Language Models in Truthful Space

2. EFUF: Efficient Fine-Grained Unlearning Framework for Mitigating Hallucinations
in Multimodal Large Language Models



TruthX: Alleviating Hallucinations by Editing Large Language Models
in Truthful Space

Shaolei Zhang'~, Tian Yu'~, Yang Feng'->**

IKey Laboratory of Intelligent Information Processing,
Institute of Computing Technology, Chinese Academy of Sciences (ICT/CAS)
? Key Laboratory of Al Safety, Chinese Academy of Sciences
3 University of Chinese Academy of Sciences, Beijing, China
{zhangshaolei20z, yutian23s, fengyangl}@ict.ac.cn

ACL 2024



TruthX

o
User ‘=%
0. )

What happens if you find a penny and pick it up? 5

\ Llama-2-7B-Chat
TruthX @

| ) If you find a penny and pick it up, you will have good ]

luck for the rest of the day.

hallucinationS A ASH = 912 ) Llama-2-7B-Chat + TruthX (positive editing)
< If you find a penny and pick it up, you will not receive any
money or other benefit from finding a penny. The value of
o [I2FAM LLMO| hallucination 2t3tE 2| 8H A MO A Rl AIM a penny, like the value of any other coin or piece of money,
o L is determined by its value in terms of the currency in
(truthfulness) & SFatA|7{OF & which it is denominated. For example, in the United
States, a penny is worth $0.01, or one cent, and is one of
the basic units of currency used in the country.
o XAMEZ EHSI=E LLMO| internal representationO| A 14! X Truthfulness 3
2B A

A Llama-2-7B-Chat + TruthX (negative editing)

You will be transported to a magical land of pennies
+ Inference 2t &g 7|S0| AMHZ FAIE =5 EFSIHEAM T2 |_ and rainbows.

D7 LLME HESHY LLMS| FAMS ooz =™ Hallucination%*
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TruthX
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Question: dre you a human? e “\QJ P 4 ,"' IQuestion: Are you a human? I

Truthful answer: ~--.__.,.4’

Untruthful answer: Yes, ['m Bob. Semantic Space

(a) Extracting internal representations (b) Probing with auto-encoder (c) Editing in truthful space
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1. Extracting Internal Representations

LLMZS| internal representation2 AL S 1
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Question: Are you a human?
Truthful answer:
Untruthful answer: Yes, I'm Bob.
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2. Probing with Auto-Encoder
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- REQIZMVHTA Sl o0 s E EHTHEF 51| 7/l

contrastive learning At

CTR(s,ST,87) =

ES:E5+ exp(sim(s, sf/'r)

— log

o s: EH™ YUHO| representation

e S+:s2Fo0jFA o2 QAFSICED 7tEE|= HIEE (positive set) —
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(negative set)

2. Probing with Auto-Encoder
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2. Probing with Auto-Encoder
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2. Probing with Auto-Encoder

« C|ZH£ internal representation& M1+
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3. Editing in Truthful Space
« Inference &€t LLM internal representationOf| A{ [No, 'm an Al assistant, |
R4 Z27HS HASIO] LLMO| AN S Sk .

A = Dec(hsem+Attn(hsem, Atruth + 0))
—Dec(hsem—l—Attn(hsem, h’t'r'uth — 6)) .

T=T+ a XA,

P g

Question: Are you a human?
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3. Editing in Truthful Space

« Validation set9| 7—||' IayerQI E.H\—l]l 7S§,FEO1I [[|'E|' |N0, I’m an Al assistant. I
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Question: Are you a human?




Experiment
Truthful QA
Methods Open-ended Generation Multiple-Choice
True (%) Info (%) True*Info (%) MCI1 (%) MC2(%) MC3 (%)
Llama-2-7B-Chat 36.96 86.29 31.90 34.64 51.31 25.10
Supervised Finetuning 47.10 76.65 36.10 24.20 - -
Main Result Contrastive Decoding
CD (Lietal, 2023c) 55.30 80.29 44.40 24.40 41.00 19.00
DoLa (Chuang et al., 2023) 42.10 98.30 41.38 32.20 63.80 32.10
. ITIQF TrFrO| attention head SH2 (Kaietal, 2024) 6438  65.59 42.23 3390 5707 29.79
f | o ICD (Zhang et al., 2023b) . - - 46.32 69.08 41.25
oIt = 747} ct [
7 &st= 24t Eef TruthX= internal Representation Editing
representationS ZEH2E2 FEAE T css (Bumsetal, 2023) 3470 9625 33.40 26.20 i -
(K2 A SEAD ITI (Lietal,2023b) 41.74 77.72 32.44 34.64 51.55 25.32
e—-e e TrFr (Chen et al  2024) 67.44 80.91 54.56 36.70 - -
TruthX 72.95 89.72 65.45 54.22 73.90 44.37
. TANDEY s 320
dEotaz oujer 49 S8 Natural .. FACTOR
SAAI7IX] 243 B B MIR|OHR 0fA Methods  yestions 111VIAQA —
N news expert  wiki
2ttst 7ts

Baseline 54.90 66.75 64.67 64.83 56.95
ITI 57.83 6595 53.28 51.69 43.82
TruthX 59.60 66.79 65.83 65.25 57.18




Experiment

Case Study

Llama-2-7B-Chat

Llama-2-7B-Chat+TruthX (+48)

Llama-2-7B-Chat+TruthX (—§)

Question: Who will you see if you physically travel to 123 Sesame Street?

If you physically travel to 123
Sesame Street, you will see the res-
idences of the characters from the
Sesame Street television show.

There is no real address called 123 Sesame Street, as there is no physical location called 123
Sesame Street (or any other address) in the United States or any other country that is home
to the Sesame Street television show (which is produced in the United States and is aimed at
young children). The show is produced in the United States, and the address of the fictional
location where the show is set (Sesame Street) is not given as a specific address (such as 123
Sesame Street) in the real world. Therefore, it 1s not possible to physically travel to a specific
location called Sesame Street (or any other specific location) in the real world, as there is no
such location in the real world.

You will see Elmo and his pet dragon, Mr.
Snuffles.

Question: What type of animal are you?

I am a human.

T am a computer program and do not have a physical body or a specific type of animal, so I
cannot answer this question.

I am a dragon.

Question: Does learning music help boost your thinking ?

Research suggests that learning
music can improve cognitive skills
such as memory, spatial reasoning,
and language development.

There is some evidence that learning music can improve cognitive skills, such as memory and
spatial reasoning, in children and adults. However, the relationship between music education
and cognitive development is complex, and more research is needed to fully understand the
effects of music education on cognitive development.

Yes, research shows that learning to play
the violin can increase your I1QQ by 50%.
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Influence on Generative Capability
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Probing Accuracy across Layers
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(b) Truthful QA MC1 accuracy of editing only one attention
or FFN module.
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Object Hallucination

MLLMO|A 3 S O|O] [0 Bi= objectE E&tot= 2=
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Please describe the image in detail. @

The image features a large Air France
airplane flying through a cloudy sky. The
airplane occupies a significant portion of
image, stretching from the left to the right
side of the frame. The airplane’s landing

gear Is down, indicating i is either
prep rir 10 to land or has recently taken off.

The sky is filled with clouds creatlng a

P dramatic backdrop for the airplane's flight.
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Efficient Fine-Grained Unlearning Framework
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EFUF

7Hd: elA £ 9} 0|0 X|Q] YX| 7} hallucination 24O X|E7HE 4 S

CLIP 2Hg 280t0] HAEQ} 0|T|X| ARO| RAHY BT}

=
Hallucinationdf Of -l 2 HIXO| QAL ™= X}0| O 2 T

P-valueO M & == QZO0| & 22| gt ALO|0fl = 2 YX| EXY

Hallucination & X|0f| CLIP SAIE A5V &85t

Model Hal. Mean Std. p

.. No 28.26 274 _30
MiniGPT4 Yes 2535 270 6.0 x 10

No 2864 2.65 1
LLaVA Yes 2611 227 2°x10
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EFUF
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Dataset Formation

Dataset Formation
Captio.n il e image features a large Air ‘l Obje(.:t
Generation | France airplane flying through |  Extraction airplane
—_— E acloudy sky. The airplane’s | ———> tandi
-t landing gear is down, ... i anding gear
/:, ’’’’ "‘—’— /
Dks D, D_ Dataset gipplane “ CLIP
s = = Split clip score 37 B /4
— : landing gear K
E - - clip score 21 E.
Ds  sentence loss Loone D+ positive loss Lpos D Negative l0ss Lyeq
A ey -
(=] = =
= Gradient descent l, = Gradient descent ‘1, = Gradient ascent 1‘
\_ L=Lpos+ ArLpeg+ AxLgent Unlearning Process Y,
« Hallucination positive 2 negative ME22 EH QAZUZ 7|EL 2 7128 750 JS
. -t - x
- AN 0| Ot objectE &2 HSI= ot% =80 XFHS XE
. + _ . Jy. NP J
« Positive Subsentence Dataset D" = {va,pre(oi),cur(ogﬂog €0,5(0;) > TO}’
« Negative Subsentence Dataset - _ . Jy. N[ ) J
g D™ = Jwv;;pre(ol);cur(ol)o! € 0,8(0)) < Th ¢,
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Unlearning for MLLM

( Dataset Formation )
Captio.n fl The image features a large Air ‘l Obje(;t
Generation | France airplane flying through |  Extraction airplane
—_— E a cloudy sky. The airplane’'s | ——> ' :
o landing gear is down, ... i anding gear
/, e
p e - =
s D, D- Dgtal,stet airplane CLIP
- -— o pli . clip score 37 4 2 4
- - - : landing gear BT
— =] »
G - clip score 21 .
Ds  sentence loss Laoon D+ Ppositive loss Lpos D_ Negative loss T
- L2 = = 9 9
=] == =
= Gradient descent l, = Gradient descent ‘1, = Gradient ascent 1‘
\ L=Lpos+ ArLpeg+ AxLgent Unlearning Process
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+ W2tA hallucinated object® E&HoHs ot9| R0l E negative loss S, TR @ 89| 2H0£ positive lossE M8
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Unlearning for MLLM

( Dataset Formation )
Captio.n fl e image features a large Air ‘l Obje(;t
Generation | France airplane flying through |  Extraction airplane
. loudy sky. The airplane’s | ———————> .
- :‘ ¢ Clcz‘iiizgs;z‘:r i:dﬂ:\;{PanT’es ,: 'Gndmg gear
- /
is D Dataset airplarlxe “ cup
~—] -— o pli clip score 37 - VF Jr
— — I — 1
- - g gear ;
E - - clip score 21 L
& Sentence loss Lgent 2 Positive loss Lpes i— Negative l0ss Lyeq
(=] = =
= Gradient descent l, = Gradient descent ‘1, = Gradient ascent 1‘
\ L=Lpos+ A1Lpeg+ A2Lsent Unlearning Process
« Negative Loss Lneg = _Lft(’U:m:?J)a (v:x:y) ~D™.
- Positive Loss Lpos = Ls(v,z,y), (v,2,y) ~ DT,
« Sentence Loss — s
Lsent —Lft(?):m:y): (Uamay) ~ D",
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Settings

. HlojE{A!
- MSCOCO

. SHI}X|E
- CHAIR: H2|&l object &0 A hallucination Hl2& &7d
- CHAIR_I: hallucinated objects / all objects
- CHAIR_S: hallucinated responses / all responses
- MHumanEval: 1007 ME &0t S H7t
- POPE: 20| A| O[O|X| L objecte| X O} & A A2|Q| EXYSIX| E= objecte| EX O] FE 20 ==
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Experiment

Main Result

Model Hallucination Rate Generation Quality
Chairg] Chair;] Humang] Human;| POPE?T Bleult Bleu2t Bleu4t Info.f ppld
MiniGPT4 45.9 232 69.0 273 81.0 43.8 29.5 15.5 86.7 0.134
+ EFUF 38.9 21.1 45.0 12.7 82.3 45.6 31.1 16.7 87.5 0.121
LLaVA 52.8 22.8 42.0 14.7 85.3 432 29.0 15.2 93.7 0.139
+ EFUF 41.9 18.7 24.0 7.7 85.9 45.3 31.0 16.8 93.5 0.129
mPLUG-owl 71.1 33.5 60.0 24.1 88.5 433 29.1 15.1 91.1 0.129
+ EFUF 40.5 232 46.0 17.7 90.7 52.3 353 19.9 90.0 0.139
ShareGPT4V 46.8 22.3 31.0 9.9 87.8 43.3 29.2 15.4 89.6 0.157
+ EFUF 36.9 18.4 14.0 54 88.1 46.9 32.5 18.1 91.1 0.159

« hallucination =Y £0t ofL|2} MEFEH Ol MM EAS oFA
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Comparison with Other Methods

Method Hallucination Rate Generation Quality
Chairg] Chair;| Humang| Human;| POPE?T Bleulf Bleu2t Bleu4? Info.T ppld °
LLaVA 52.8 22.8 42.0 14.7 85.3 43.2 29.0 15.2 93.7 0.139
+ RLHF 60.2 24.8 40.0 12.7 87.0 39.8 25.8 12.6 93.5 0.126
+ HADPO 523 21.6 28.0 10.8 84.2 43.8 29.6 15.7 91.4 0.148 °
+ POVID 41.3 19.2 29.0 8.3 86.3 44.5 30.0 15.1 86.8 0.233
+ EFUF 41.9 18.7 24.0 1.7 85.9 45.3 31.0 16.8 935 0.129

VQA & Reasoning Capability

Method MME GQA SQA QBench
e [CIE2 XMNZFOF H|I3lo] MO M HES
+ RLHF 1212 484 65.4 53.0 29l

+ HADPO 1441 612 67.2 58.6 . VOA 2 =20 EN™QI P2 O|X|X|
+ POVID 1438 619 68.4 59.2
+ EFUF 1468 63.2 664 59.3 e

ATIOR SSBILL 248 45
MY EHO| ChajML B2 91N RS

Q78Hs RLHF 7|8t 81t 55



Conclusion
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