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Limitations of Existing Privacy Methods

1. Major Defense Mechanisms & Limitations

Prompt Sanitization Representation Pertburation Cryptogaphic Methods
221 (HE/MPC)
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Vunerable to Inversion

Excessive overhead
Attacks. [49] Privacy vs.
e 22 compute/comm).
Utility. Utility Trade-off. [25] I pf’acticzl o real—ti) =

[75]

Doen’t fully block
contexutal info. Server still
Server still gets plantheft.

=31

2. Key Takeaway

T he absence of a unified framework that

simaudonensly satisfies Efficiency, Utlity,
Utlity, and Privacy. [25, 76]
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PPFT: Privacy-Preserving Fine-Tuning
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and a painful rash.
What might this be?
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Stage 2. Privacy-Preserving Domain Adaptation
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Backbone Method Average | Pri-DDX  Pri-NLICE  Pri-SLJA
d,-privacy (Feyisetan et al., 2020) | 0.2750 (] 0.6541) 0.2311 0.3477 (.24062
Paraphrase (Utpala et al., 2023) 0.3757 (] 0.5534) 0.4648 (0.2892 0.3731
Llama-3.1-8B PrivacyRestore (Zeng et al., 2025) | 0.6343 (| (0.2948) 0.5784 0.5415 0.7829
B PPFT (Ours) 0.7314 (] 0.1977) 0.5915 0.6979 0.9049
PPFT sy suuge2 (Lower Bound) 0.3545 (1.3460 (.3138 (4036
PPFT s noise (Upper Bound) 0.929] 0.9275 (). 9049 (.9466
d, -privacy (Feyisetan et al., 2020) | 0.2608 (] 0.4965) 0.3176 (.2631 0.2018
Paraphrase (Utpala et al., 2023) 0.2635 (] 0.4938) 0.2382 0.1753 0.3770
Llama3.2-1B PrivacyRestore (Zeng et al., 2025) | 0.4519 (] 0.3054) 0.5150 0.4277 04128
o PPFT (Ours) 0.5699 (| 0.1874) 0.4537 0.4866 0.7693
PPFT i siagez (Lower Bound) (.3788 0.3707 (.3008 (.4648
PPFT s noise {Upper Bound) 0.7573 0.7071 ().6622 0.9003

Udt ol

Backbone Method | CSQA  SQuAD
., -privacy ‘ 0.1819  0.0174
Paraphrase 0.0649  0.0125

Llama-3.1-8B
e PPFT (Ours) | 05278  0.7085
PPFT o noise | 0.6086  0.8930
d, -privacy ‘ 0.1210  0.0313
Paraphrase 0.0470  0.072

Llama-3.2-1B
amd PPFT (Ours) | 05125  0.6579
PPFT moise | 0.543 07303

Table 4: Performance on gencral domains.



1 —e— PPFT 0.401
—8— d.-privacy 0.351
L Fﬂr:’lphl"ﬂSE
—— PrivacyRestore - 0.301 Method Ae Sex  Symplom  Antecedent
g . Laplace PrivacyR 0573 05642 (023552 03317
= 0.20" . vacy exlone Al
o = Gaussian PPFT(Ous) 00071 05894 01001 00115

- 10 17.2 22.93 75
£ valuas € values

Original Prompt
A 27 -year-old male has a history of chronic pancreatitis, diabetes, obesity, pancreatic cancer in family members, smoking.

The 27-year-old male presents the symptoms of diarrhea, fatigue, nausea, pain, pale stools and dark wrine, skin lesions,
underweight.

What is the likely diagnosis?

Reconstructed by Inversion Attack (same « as inference)

A 28-year-old woman has a history of asthma, asthma attack, asthma attack, asthma attack, asthma attack, asthma attack,
asthma attack, asthma attack, asthma attack, asthma attack, asthma attack, asthma attack.

The 28-year-old woman presents the symptoms of cough, wheezing, shortness of breath, shortness of breath, wheerzing,
shortness of breath, shortness of breath with deep breathing.

What is the likely diagnosis?
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AlienLLM: Alienization of Language for
API-Boundary Privacy in Black-Box LL.Ms

Jaehee Kim ! Pilsung Kang '
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AlienLM

L Human Text | Human Text |
Hello World! | Greetings. I'm Zorvath, a friendly

| alien engineer from the planet

Data Oowner Xanthe"
Translator
l,' %é: T Translator
Model Owner

Alien Text
D't gxilingoth, [[-compatibleildo
. engineering imported
AlienLM allergEarth rdfundanonec

Figure 1. Overview of AlienL.M: client-side translation via a vocabulary-level bijection, server-side processing on alien text, and lossless
decoding back to plaintext using shared token IDs under a permuted mapping.

Q: Write a Python function to reverse only the vow-
els of a given string.
A

def reverse_vowels(s):
vowels = "aeion AEIOU”
s list = list(s)
left, right = 0, len(s) - 1
while left < right:
if s_list[left] not in vowels:
left += 1
elif s list[right] not in vowels:
right =1
else:
s list[left], s list[right] = s list[right],
s list[left]
left 4= 1
right —= 1
refurn *’.join(s-list)

Alien Language

0: Read the/python functicnality
stringByAppendingString,

A: getopt (t productlList]tyledttrr
towels "<<UNICODE>>
iNdEx<<UNICODE>>I0OExceptionZa"
helps productList (t] right. left
100. diizenlenen{t] 211 right

laft?
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Table 1. Main results across four backbones (accuracy, %; EM for GSM8K). AVERAGE is the unweighted mean; RATIO is the recovery |7:||0'|2|‘ 121 . .
ratio (RR) relative to Oracle. AlienLM uses API-only fine-tuning (AAT) with p = 1. “-” indicates not run. CIOlE : instruction 300k + reasoning 150k
MMLU ARC-Easy ARC-Challenge HellaSwag WinoGrande TruthfulQA GSMS8K .
Models  Method (5-shot)  (25-shot) (25-shot) (10-shot)  (5-shot) (O-shot)  (5-shoty ‘'verage Ratio
Oracle 67.32 84.13 59.39 57.07 74.35 35.25 7580  64.77 - SentinelLM - R E 9| 2|l AH|O|ANX]
AlienLM 46.56 72.14 44.28 47.86 61.48 35.01 63.08 5292 8170 — -
C S kA
LL%A3 SentinelLM 29.92 46.34 27.56 38.47 55.09 30.23 3108 3696 5706 HISIHE|O] FHE 1CH 1 CHS &S
Substitution 25.18 26.39 20.56 26.66 47.59 25.83 1.21 2477 3825 =y C}A BHCS Odio| M M2 37|
ROTI3-ASCII  22.92 25.00 20.05 25.36 49.09 20.93 0.00 2334 36.03 |:|:>EII_= HE2 D82 XS 45& 37 2o
Oracle 73.50 83.80 57.51 59.66 63.77 47.86 7309  65.60 - —a
Owenzs AlienlM 57.87 73.11 49.23 48.43 63.69 33.78 7521 5733 87.40
> SentinelLM 23.03 35.52 21.16 31.78 49.41 31.95 2532 31.17 4751 er g =ai o 3 A AD
B Substitution 2682 29.08 20.22 27.02 50.20 27.78 Las 608 1076 Subsitution - 2H §l0| E3 AmjojAD
ROTI3-ASCII 2551 25.00 20.90 25.03 49.01 21.66 000 2387 3639 EHZAGIO| QA (MZIHLC} =&LICL..)
Oracle 78.79 90.36 71.16 71.63 73.72 55.94 7286  73.49 - => k&0l T QSIS HO{=
,s AlienLM 65.39 79.21 53.16 50.53 66.46 38.92 80.67  62.05 84.43 S0 ERES H0E
Q“;Z‘;g ~  SentinelLM 22.95 62.54 42.32 4338 61.48 3439 7309 4859  66.12
Substitution 26.56 28.79 18.17 27.15 49.41 28.27 1.52 2570  34.96 _ — E3A cto|7} ol H2IE
ROT13-ASCII  26.89 25.67 19.54 25.23 49.72 20.20 0.00 23.89  32.51 RI_?)T13 Aﬂ?g" :EI_ II-::—IJZII-H bl 3= E
C ° SkA& X|8
Oracle 71.89 89.35 69.20 60.74 74.59 43.82 7483  69.20 - Ef¢l = Ct HES e Flo| ehg T
3 - o = 0 ol L3
Gemmaz AlienLM 54.71 75.04 48.81 50.66 60.85 35.50 7081 5663 8183 =3 A|HEQ|E HA|E 2L{cg DElo| M=0|
oB SentinelLM 45.88 61.07 41.81 4538 58.25 33.17 6573 5018 7252  pyoy
Substitution 2451 28.54 19.54 26.37 50.75 25.21 0.30 505 3617 o3
ROTI3-ASCII  23.79 24.58 19.54 25.19 49.41 22.15 0.00 2352 33.99
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Table 3. Recovery success rates across observer scenarios (token

recovery for O1/03, BLEU for O2).

Method Scenario Success
Frequency analysis 01 =<0.01%
LILM-based decoding 02 BLEU <12
MT-based decoding (NLLB) 02 BLEU <12
Known-plaintext { 1K pairs) 02 <0.22%
Weight-based mapping 03 <0.11%
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Stage 1

130, C|3H = C} full fine-tuning

Pooling size 4

encoder, decoder max length 1024

KULLM 3DATA + KO, EN Instruction DATA + RAG
DATASHM & 4M

Per-device batch 8

Gpu: 4

Torch run

Deepspeed Zero-2

Scheduler: cosine

Dtype -BF16

o Decoder - Qwen3.5-2B-Base

Stage 2

13 H2|11, C|3C LoRA rank64, alpha 128,
dropout 0.05

Pooling size 4

encoder, decoder max length 1024

KULLM 3DATA + KO, EN Instruction DATA + RAG
DATA A & 4M

Per-device batch 8

Gpu: 4

Torch run

Deepspeed Zero-2

Scheduler: cosine

Laplace noise
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The follewing are the most common types of

OiMcighel] Atelst &bl Qe HXIH 240 La#igL|C mushrooms .
03 M HEYES
0|&410] 310F 272
total 39
[101244, 95257, 97251, 207222, 230119, 1918,
O|aME ZM 57|09 2Ex|2|L|Ct 14184 EMo| MIZET} Alaksk 3-;;' 19| OFS Oj:Al0| 20| S2kaLc. 136538, 237411, 169582, 98463, 9, 38177, 15,

28, 15, 24, 2117, 238119, 29761, 95458, 205782,
1A1417 . 2AR7AAR. Q79RAR. 1914 25 1837223
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Je{chEtuE 1905E0| MRS Cigto2, MSSHA| 2ol 9Ix[3H cistelL|ct. neicistwe o] £ cfst & s,
Ciebet 32 2ojol|lA FHoit Mg AFD UELICH Dacista s StEA oot ofulat, SiSe| stant 4as 57
i3l st T2 020t Au| A FZEct.

mjo

Te{ohEtne Chyst 32 20k nadlnt PSS BRIt Rlon, 53] oS, 71E, MEl, 235t 8§ 042] 20FollA FHojLt
HIHE HSD gL|ch E3t neichafu e sHYS0|H ChE &lE 7|58 RS o, H T2HE, 2|34, Ho|Lt
S Clfsl st B8 S5 SHYSS &t AES 8351 5t Y&LIcl

un

Te{chtme 5 Cfet Lo Crerst ChAllel IESISE Sl Al Melnt ALE|E] 7|0iF 2Z511 2120, Chefsh ArslE
S35 Z2HEF FTSHD AALICH

0| A8 E2{H S4 0t LIS +8st Ct2 &AIE ~sHof siLict

Hx 100 108 SghLiCt:
10 *10 =100

CLHEo= 30 6& S&iLich
3*6=18

DHcistuo) chal YHaF

10*10+3*6=

g >

MH7t BE 3R

Target-server 24

01 M7} t= g

shape [1 x 3 x 1824]
embedding
@8.23348 -0.16113 ©.23926  0.45313

02 M 2iH|d gl =3

The following table shows the number of people

whn hava hoan ranictarad ta wata im tha Tact

03 MHYYER

total 187

[181244, 13889, 6648, 223692, 119574, 46077,
115, 96542, 169395, 78354, 16228, 157, 96542,
6648, 58648, 97968, 171384, 191995, 127867,
58648, 111788, 187479, 9, 3388, 100310, 69468,
38177, 15, 16, 96275, 38177, 15, 16, 6648,
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L Haloz Zitto| @y 01 A7} dug

HErS 2T = Hol ois] LY.

chana [1 w & « 10741

2tS S 1 ZQ3 1S ZHS B FojA ZobM B HQILICH Of2ls ZITHIA SIS 4 Qs 2t FIE WHelLICt D A HE e Ay
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-4 (n70it 20| )

- 9 (D70} ¥4, 20| U 5 03 M4y =2

-A3

- 0| A (MEY ALE total 512

%%, % @A) toses, sz, sase, 210, 26245, 1363,
-2, B, 8 (Mey A3

-2 2 o (ME) AL 04 MH E3LIO|H 5

-2, B, 5 (M AL

-2, B, 2 (Me) A
oo (o ) Mpet Fappw zog bdsico institucién Wikpet kid
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-2, R 2 (ME] AR

-2, 8 5 (e AR ( & ~6pZn e 31
-2, 8 5 (M AR
-9, 2, 2 (M At
-2, 8, 5 (M AR
-9 8 9 (ME AR
-8 2 (Mef ARh

ungdpa —6pT# ungdpa: ui# ungdpa ]

nehfi

ungdpacka ungdpaAug - wXeh hiéu]
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