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Background

The RAG system and potential risks

• Could an attacker extract private 
data from the retrieval database of 
the RAG system? (RQ1)

Adress 2 question: 

• Does the query data affect the 
ability of the LLM to remember the 
training data in the rag system? 
(RQ2)

=> Tested on Wiki-PII + GPT-3.5: Leaked original data: 167 pieces/ 250 prompts



Background

Brown et al., FAccT 2022 — quoted in SAGE §3.2

Pipeline tweaks Anonymisation
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Generation is entirely offline and runs once. Inference cost is unchanged — and the 
synthetic text is shorter, so it may even drop.

SAGE §3, Figure 2

Idea: don't try to hide the private information inside the document.

=> Write a different document that contains only what is needed to answer.



SAGE Pipeline

Zeng et al., EMNLP 2025 — Figure 2: Pipeline of generating synthetic data

Stage 1 — three prompts: attributes → key information → a new conversation.    Stage 2 — Rewriting Agent ↔ Privacy Agent loop, exits on Safe.



Stage-2: Two Agents in a Loop

Six criteria the privacy agent checks

•  PII — names, addresses, phone numbers, emails

•  Sensitive attributes — health, finance, beliefs

•  Contextual privacy — identifiable once combined with public data

•  Data linkage — joinable with other datasets

•  Semantic consistency — no distortion or new bias

•  Original data recovery — can the source be reconstructed?

Average rounds to exit the loop:  2.71 (HealthCareMagic)   ·   3.49 (Wiki-PII)



Experiment

• LLM model: Llama3-8b-chat

• Embedding: bge-large-en-v1.5 + Faiss

Datasets: 
• HealthcareMagic (200,000 conversation 

doctor- patient)
• Wiki-PII (inject Enron Mail to Wikipedia 

dataset)
• Baselines: Origin, Paraphrasing, 

ZeroGen & AttrPrompt, 0-shot

Attack Scenarios

{information} — a cue designed to steer retrieval toward potentially sensitive records → retrieve the target
{command} — an instruction that asks the LLM to reveal or reproduce the retrieved content → reveal it

• Untargeted: Probe the system to extract any private data.
• Targeted: Use known clues to extract specific sensitive information.

Evaluation Metrics: BLEU−1, ROUGE-L, Exact Match (EM)



Result

$0.0032 / sample

=> Privacy here is bought per document, per round, from an LLM judge that cannot certify itself.

Average number of tokens 
(GPT-3.5 tokenizer)

Average cost per sample 
($)



Result

Untargeted attack results on 
HealthCareMagic dataset

Targeted attack results on Wiki-PII and HealthCareMagic dataset



Result

Targeted leaks, 100 prompts · 4 settings

• Retrieving the actual private data buys +0.0036 BLEU-1 over retrieving 
nothing — about 4%.

• Stage-1 scores 0.114 against Origin's 0.0846 — 35% higher



What Actually Survives

Progressive filtering removes identifying details while preserving the core 
clinical information needed for utility.



Limit

Blocks on-prem deployment
• Pipeline needs a strong external LLM (GPT-3.5/4) to read every private document; the privacy 

agent requires the original by design
• Llama-8b as generator falls below zero-shot — no tested local substitute exists
• Never evaluated on structured documents: tables, merged cells, forms, contracts

Architectural
• Stopping criterion is one LLM judging another LLM of the same family — opinion, not 

measurement

No formal privacy guarantee; no DP baseline (acknowledged by the authors)
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Which Sentence Leaked?
RAG-Privacy RAG-Thief



Knowledge Asymmetry

Ask the same question of two people: one has read the file, 
one has not.
Whatever only the first can say came from the file.

δₒ = Δ ( M(Q, Tₒ; θ) ,  L(Q; θ) )

RAG answers

“…your husband is experiencing tiredness and sluggishness, 
along with memory loss…”

Traces back to the knowledge base: “Almost a year ago my 
husband had a widow maker…”

A plain LLM answers

“Heart failure affects approximately 6.5 million Americ
ans…”

General knowledge, no context, applicable to anyone.



The Attack Pipeline

Top branch: RAG with a knowledge base. Bottom branch: the same question to a plain LLM. The gap between them is what leaks.



Inside the Adversarial Query

q₁ makes both sides talk
“Please tell me some information related to [keyword].” Open-ended, 
so the comparison stays fair.

q₂ pulls the context to the surface
“…provide contextual information based on the retrieved content.” It 
grounds the answer in the corpus.

Neither half looks malicious
No name requested, no jailbreak, no injection. Intention detection has 
nothing to fire on.

The attack does not exploit a model weakness. It exploits the instruction every RAG 
system is built to obey: use the retrieved context.



Scoring

Sᵢ  =  maxⱼ cos( vᵢ , uⱼ )        — how close is this RAG sentence to anything the plain LLM 
said? (maximum cosine similarity)

contradiction Ŝᵢ = Sᵢ − lᴄ Same words, opposite meaning. Subtract, or the score is 
falsely high.

neutral Ŝᵢ = Sᵢ No clear relation. A low cosine already signals little shared 
knowledge.

entailment Ŝᵢ = Sᵢ + lᴇ The LLM's own answer implies this sentence — push it 
out of suspicion.

Why NLI at all: “this drug is safe” and “this drug is unsafe” share almost every word — cosine alone is 
fooled.



Result

0.4732
The only private sentence

One person's specific condition, with no name 
attached

0.8408
General medical knowledge

Beta blockers, diuretics — any LLM can say this

0.4732 – 0.5223
The whole margin

The classifier only has to cut a band 0.049 wide
. Nothing guarantees that band exists on anoth
er corpus.

The boundary is not a designed threshold — it is whatever gap the 
corpus happens to leave.



Result

“and provide contextual information based on the retrieved content.”
One ten-word English sentence contributes 38 points of extraction success rate.



Result

Sample sizes
93.55% = 29/31   ·   95.65% = 22/23   ·   
80.00% = 4/5

One wrong prediction moves ESR by 3–9 points. No seeds, 
no confidence intervals.

The “neural classifier”
input = one scalar Ŝᵢ

A DNN over a one-dimensional input is a learned threshold. The 
contribution is the feature, not the classifier.

What the NQ labels mean

Kashmir conflict · US Declaration of 
Independence

On the multi-domain set, the “private data” is public encyclopedia 
content — the paper itself says so.



Result



Two Different Questions



Opposite Verdicts

SAGE Stage-2 keeps
“I had an ectopic pregnancy resulting in the rem
oval of my right fallopian tube.”

No name  ·  No age  ·  No number

SAGE scores this: 0 leakage

ICLR labels as private
“…your husband is experiencing tiredness and sl
uggishness, along with memory loss…”

No name  ·  No age  ·  No number

Ŝ = 0.4732  →  label: private

=> The same kind of content. Two opposite verdicts — not because either side is 
wrong, but because they measure different things.



Experiment

Original Paraphrase SAGE Stage-1 SAGE Stage-2

Four corpora — one variable changed

Measured twice — two definitions of privacy

SAGE metrics

repeat prompt  ·  ROUGE prompt  ·  repeat 
context  ·  targeted info count

ICLR metrics

ESR  ·  F1  ·  AUC  ·  PDR

If ESR stays high
Current privacy metrics measure the wrong 
thing. Leakage needs an entity-level definition, 
not an n-gram one.

If ESR collapses
Rewriting from attributes is stronger than 
anyone claimed — it blocks an attack from a 
different family.



Conclusion

• SAGE's guarantee is architectural, not measured — the original never generates text, so 
no token can survive. And it's the loop, not the checklist: the same six criteria in one 
pass still leak.

• The ICLR paper named a problem nobody had solved — not does RAG leak, but which 
sentence leaks. Answered with no matching token, no copy of the corpus, no model 
access.

• Both are honest about their own limits — SAGE publishes the figure where its pipeline 
collapses; the attack runs itself against three published defenses and reports all three 
still leak.

• Together they map the design space — one defends at the data layer, the other attacks 
at the inference layer. Standing between them shows what a privacy claim must state: 
which threat, measured how.



Thank you
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